Password Protection Tips

1. Memorize your Password

Try to memorize your passwords so that you don't have to write them down.  Remember, attackers will search first for a written or otherwise recorded password, and if they find it, they will gain access to your account.

2. If you must write your password down, be sure to Record it Safely. 

Maintain physical control of the written password at all times.  This is your responsibility.  Refer to the following list to make yourself aware of the "do's and don'ts" associated with written passwords: 

DO

… treat the written password the same way as you treat your credit cards and your money

... give it protection that is consistent with the value of the resources protected by that password.  Ex: A password granting access to money should be stored the same way as the money (in a vault for large amounts and in your wallet for smaller amounts)

... keep it with you at all times or in a locked drawer.

DO NOT

... leave the written passwords near your computer

… write them on a sticky note and "hide" them nearby

… leave them on your chalk board

… keep them anywhere near your login name

… let other people carry them off

… let other people copy them down

If you absolutely must write down your passwords, keep the password list(s) in a secure, locked place, such as a slip of paper tucked in the wallet, a floppy disk kept in a locked personal cabinet, or a strongly encrypted file with a good encryption key. In any case, take great care to safeguard the password when it is used and to be sure to return it to safe storage immediately after use.

3. Do NOT Share your password

Do not share your passwords with anyone, including your boss, administrative assistants, secretaries, family members, or coworkers.  Do not share your password with a delegate to work on your behalf while you are on vacation.  Do not ever state your password verbally to someone who is helping you log in to an application.  Do not share information about your password, for example, hinting at the format of the password (for example, your favorite car).  Do not share your password with anyone over the telephone, email or any other form of communication.  Do not store passwords electronically on ANY computer system (including Palm Pilots or similar devices) without encryption. 

If someone demands your password: Tell them “NO” and refer them to this document.

4. If you forget or lose your password, contact the district network administrator.
5. If you suspect that your password has been stolen or compromised, please change your password or disable your account as soon as possible and contact the district network administrator.

